104-10186-10312 [2022 RELEASE UNDER THE PRESIDENT JOHN F. KENNEDY ASSASSINATION RECORDS ACT OF 1992 | 


[Petes * ’ 


PORT 
£: fot peels Caan hat? 


el CENTRAL INTELUG 


Thle matertal cootains tafwrmation affecting the Neticoal Defense of the United States within the meaning cf the Espionage Lawn Tithe 
18, UBC. Sern TS and Te, the transmission of revelation of which ta any manner to on ussutherieed person ts prohibited dy law. 


NO FOREIGN DISSEM 


< COUNTRY Cuba REPORT NO. CS-311/04298-G4 


SUNECT Selection aad Training of Cuban pate osTR. © 12 October 1964 


Intelligence Agents Abroad 
. . NO. PAGES 14 


REFERENCES  CS-311/00115-64 


RETURN TO CIA 
DATE OF ueese 1908 . Background Use Only 
ee Do Not Reproduce 
FIELO REPORT NO. 


OATE ACQ. June 1964 
THIS 18 UNEVALUATED INFORMATION. SOURCE GRADINGS ARE DEFINITIVE. APPRAISAL OF COMTENT SS TENTATIVE. 


A former Cuban intelligence officer who served with the Cuban 


SOURCE: 
Intelligence Service uatil April 1964, 


Introduction r re 


1. The Cuban foreign intelligence service, the General Directorate of 
Intelligence (Direccion General de Inteligencia - DGI), tn dis- 
charging ats function of protecting Cuban interests and security 
and promoting the iepth datat of the Cuban Government, employs agents 

, of many nationalities. Although its activities extend to Europe 
and Africa, tS principal agent strength is in Latin America, 
Agents have in gengral two types of assignments: collection of 
infermation on the local government and the local situation, and 
promotion of revelutionary activity, including guerrilla warfare, 
Ali DGt agents abroad are therefore divided into two basic cate- 

worries according to runction: intelligence agents charged with 
collection cf information and penetration of local governments and 
organizations, who are truly clandestine, i.e., are not’ known in 
their target countries as Cuban agents; and guerrilla warfare and 
Sabotage agents, charged with directing and Supporting revolution- 
ary activities, who are often known as Cuban agents to the local 
Communist and leftist groups with which they work, The two types 
of agents are trained separately and are controlled by different 
departments im the OGI neadquarters in Havana, intelligence agents 


by the Tlicgal Department (Departamento Tlegal,called Tiegal) and 
guerrilla agents by the LN or National Liberation Department. 

(Departamento Liberacicn Nacional). = 
Agent Selection 


2. The DGI omplouys some ayents of Cuban nationality, as opposed to 
staff members working abroad, They function as intelligence agents, 
t.c0., clandestine agents under the Illegal Department, and are 


S-E-C-R-E-T 
NO FOREIGN DISSEM 


me BO bo oe OH 
meh Oe om we 


STATE | oa ARMY ~T Navy ale NSA XK | oce 
CINCSO # 


NP (AMMUG-i) 

7 i eee 
STS TY Gor aF/oSy,_ACST,_ONT, SY, FBT, ee Sey 

3, CL 21, RIO'AN 1, WH/SA a6 (5), SR A[stee s : oder 

ga}, ar s'(sy, ER a oy, FE 2 (@), sel Gey, ens Pielke 


web 


Kdgrs Dissem ___ 


wit/COPS 
WH/PO/A 
WH/PO/B 
WH/ 1 
WH/2 
WH/3 
WH/3/V 
WH/4 
WH/5 
WH/6 
WH/R 


WH/SA/EOB 
WH/SA/MOB 
WH/SA/R 
WH/SA/Tnt 
WH/SA/CI 
WH/SA/SO/NS 


ci/Staff 
CI Liaison 
CI/R&A 
RID/AN 


AF/1 
AF/" 
AF/3 
AF/4 
AS /? 
AE/CI 


EE/K 
EE/SA 
EE/BR 
EE/YA 
EE/H 
EE/P 
EE/C 
EE/ITS 


FE/PM{/T 
FE/JKO/JO 
FE/JKO/K 
FE/VNC/¥N 
FE/R 
FE/CI 


NE/AA/L&S 
NE/AA/AP 
NE/AA/E 
NE/AA/L 
NE/5/P 
NE/6/C&I 
NE/fIntel 
NE/CI 


WE/1i 
WE/2 


3 


phn det bead pe) bad ped peed feet 


~ 


ed fed ped fred feed ded pet peo wm G2 bet pet ee bt bed C3 me HO om dO and ped pet eet bet bet Ga) Det et et et 


we we Se 


qY 


. WH/COBA 


‘WH/R LOD’ 


al 


-AB/DARE - 


S-E-C-R-E-T 


- ja = 


WE/3 
WE/4 
WE/5 
WE/BC 
WE/R 


SR/CI 
SR/CI/K 
SR/RR 
SR/0/WH 


Pmt bat pd bet tend al Sed pad ed 


Field Dissem-: 


WH/MEXI 
WH/MNTY 
WH/MRID 


WH/PACY 
WH/MANA 
WH/SJOS 
WH/SALV 
WH/TEGU 
WH/GUAT 
WH/LAPA 
WH/BOGO 
WH/QUIT 
WH/GAYA 
WH/LIMA 
WH/CARA 
WH/BUEN 


WH/MONT 
WH/ASUN 
WH/SAGO 


WH/CURL, 
WH/BRIL, 
WH/SAOP 
WH/BHIA . 
WH/BEHO - 
WI/LGRE 

WH/RECI 


Bead tt fed beet bad ped et bad feat bat fad ped fed fet pet fet fed ped edt et fet fet fed bed bed ped ft et bet ed bed ed 


i) 


WH/SA/WAVE 


AF/ALGI 
AF/ORNe. | 
AF/RABA | 
AF/CASB 
AF/ACCR | 
AF/CNRY , 
AF/BAKO 


cell cell coed ed cell cee coed ee 


pa 


EE/VIEN 


S-E-C-R-E-T 


NO FOREIGN DISSEM 


# 


NO FOREIGN DISSEM 


CS-311/04298-64 


EE/SBUR 
EE/CYRU 
EE/ATHE 
EE/KAVA: 
EE/SLON 
EE/BERN 
EE/GNVA 
EE/ZURI 
EE/HAMB 


FE/DJAK 
FE/MEDN 
- FE/SURA 
FE/TOKY 
FE/OKIE 
| FE/SEOU 

E/SAIG 
({FE/KOBE 


\NE/COLO 
NE/NEWD 
ND/BOMB 
NE/CALC 
NE/MDRS 
NE/KUWA 
NE/KAHI 
NE/DACC 
NE/LAHO 
NE/RAWL 
NE/BAGH 
NE/BEIR 
| NE/DAMA 
NE/ALEP 
NE/J 10D 
NE/DAHA 
NE/TAIZ 
| NE/CAIR 
NE/ ALEX 


WE/BRUS 
WE/COPE 
WE/HELS | 
WE/OTTA 
| WE/ROME 
WE/MILA 
WE/HAGU 
WE/OSLO 
WE/LISB 
WE/MADR 


Liaison Dissem 


rE {Canada ) il 
KCRCMP).S 7; 1 


TEABri ish], 1 
L/WASHNDR YD ((. 1 


Vad tad ed bad bat fed pe ped peed bed bed fet bette ad ed bed dd Ded pe feat eet bed ft bed bead bed be pad bed betel eat ted fed ped pet ed beat bat ad ed td et bt pt 


a, 


YY 


14-00000 


S-E-C-R-E-T 
NO FOREIGN DISSEM 


-2- ; CS-311/04298-64 


recruited by that department. Of three known agents in this cate- 


gory, one was a nember of the Cuban internal security service, the 


Department of State Security (Departamento de Seguridad del 

Estado - DSE), Julio Damaso VaSquez. He was & trained parachutist 
at the time of his recruitment. Two other known agents, Rafacl 
Guzman and “Chine” (name unknown), were recruited because they 


‘were friends of one of: the Illega! Department officers, Saul 


Gonzalez. One criterion for recruitment is that the agent sbali 
not have a wide circle of acquaintance, 


Agents of other nationalities are usually recruited by agreement 


between a DGI officer and the local Communist or leftist organiza- 
tion to which the person belongs, but there are other possibie 


- Sources, 


a. Foreigners visiting Cuba. Most foreign visitors to Cuba are 
handled by the Cuban Institute of Friendship with Peoples 
(Institute Cubano del Amistad con los Pueblos - ICAP), which 
arranges for their travel to Cuba; their itineraries, lodging, 
and cntertainment while there; and their return travel to 
their homes or other destinations. The DGI has an arrangement 
with ICAP under which members of the DGI MO Department 
(Department of Illegal Centers - Departamento Centros Ilegales) 
mect and interview foreign visitors for the purpose of extract- 
-ing any information of valve to Cuba and of assessing them as 
potential agents. Contacts are so well camouflaged as normal 
ICAP courtesies that few of the visitors realize that they are 
in touch with an intelligence agency. The DGI does not deal 
with foreign diplomats, who are the responsibility of the DSE, 
but it has access to any other foreigners. If the NO Depart- 
mént considers any visitor a potential agent, especially if he 
shows a Marxist or extreme leftist attitude, it reports his 
name and whatever it has learned about him to either the 
Illegal] Department of the DGI, which handles intelligence 
agents not in contact with local Communist or leftist groups, 
or the LN Department, which works with guerrilla agents in 
contact with such groups. Referral is made on the basis of 
membership in or attachment to an organized group. In no case 
does the MO Department recruit the agent; that privilege is 
reserved for the operational departments, 


b. Foreigners resicent in Cuba. The BC Section (Colonial Bureau ~ 
Buro Colonial) of the SI Department (Department of Information 
Services - Departamento Servicios de Informacion) of the DGI 
is responsible for Screening for@igners residing in Cuba 
(except diplomats) for potential agents. Like the MO Depart- 
ment, the BC Section makes no actual recruitments, but reports 
potential agents to the Illegal or LN Department, according to 
whether they are or are not affiliated with an organized group. 


ec. Fersons volunteering infornation from abroad, The MO Depart- 
ment is also responsible for screening letters from persons 
abroad who volunteer information or support to the Cuban 
Government, Its principal aim is to extract any useful in- 
formation from Such letters, but it also notes any persons who 
appear to have agent potential and refers them to the proper 
operational department for consideration, 


dad, Members of Communist Parties and organized leftist groups in 
Latin America, The group reconmends to a DGI contact--aa 
officer op 3 trip to the area, a local representative or agent, 


S-E-C-R-E-T 
NO FOREIGN DISSE 


14-00000 


Preliminary Trainirg Arrargenents 


2. 


~3- CS-321 '01298-64 


cro a headquirters officer ar Cuba if a group official is 
vasiting this: --any of its members as cardidates tor guerrilla 
training tn Cuba or an their own country. The DGI and the 
group ages. or which ef tae candidates are most suitable, A 
DGI agent wockiog with tno group may also réecomrend members 
for tratrirg, g-reraily as gucrrilla fighters but possibly. 
alee as clardsctins intelligence agents: in the first anstance, 
the recormonadyion is kttown to the group, but in tks second 

is kept srorst from it, 


Recruit::2 agtnts sent te Cuba for guerrilla warfare training, 
DOGI of facirs chyarve guerrilla warfare and sabotage agents 
during their training in Cuba and select those cf special 
potentaas foc recruitment as unilateral intelligener agents, 


f. Agenta of otrer intelligencs services, Tha DG] sometimes re- 
cCruits a~ deabie agents employees of hestile intelligence - 
servicia vith whem at comes inta centact. Such agents may 
also be ¢ reid ever to the DGI by the DSE if it has rsccgnized 
and r.cruit-:d them. 


When an agert war‘didate 1s preposed, the Illegal or LN Department 
reviews thy ava:tatit intocmation about him, If ht 15 in Cuba, 
it may riqui:t the DSE te conduct an investigation; the DGI 
Inspection 90 partres¢ (Decartamento Inspeceronr), which deals 


primarily with Dei start personnel, has forws fer submission to 
the DSE re-quertime an anvestagation, Since ths DG? dees not re- 
veal th: adertitaes cf its irtélligence (illegai! agsnts to the 
DSE, not ail went care lidates ave thus investigated. he opera- 
tioral departyonts sive their agents on the basis cf atl] the 
avaiciuble- infceonation o2 a personal recommendation from a DGT 
Statf member or ttust+d agent. The candidate is then recruited. 
Cuban agents are aware of Ure government agency fer which they 
are workirg, but agests of other nationalities art net: guevrilla 
agentS are recut -i ce work for their own erganizaticn, osteasti- 
bly, and ante Liigtoce agents acy usually aware oniy rhat they are 
working for th: Cuban Gevernment., They may beiicve that they are 
under the juritclictien of the Cuban army becaus? military person- 
nel give som oct thv.inetruction, and tha mere sophistiretted may 
believe they a> crete r the DSE, which is widely known as aa in- 
telligence organ, 


When a Cuban agcnt is recruited, a schedule fer his training is 
arranged i: cu-h a way that he can ccentinue his nermi] minrnsr of 
living. ft be 58 -mpleyead in an office cr factory, h continues 
in his riyuiar jyob, and the training is set up fer Lis tres time. 
Tf he 18 cinwspleaed, 2 goes cn living just as he has befere and 
the training is schiduied fer hours whan his absence frem,his 
usual haunts 18 Get neticeable, , : “ 


Agents fiom foreign cosptri2¢ are usually brought re Cuba for 
training in cither tintetiigence cr guctrrilla-satetag? astavities, 
The DGI is retitisd of the agent's selection rhreugh channels 


from the field, ard the Central Processing (Tramitss; Sectien of 
the LN Departmen! handies arrangements for this toavel) to and 

from Cuba, Normally the agent candidate uses his own travil docu- 
ments, but sca. times tn* group to whieh he belengs provides a 
passport beicnrgips to a fellow cijtizen.who has already been to 
Cuba, He must cbtaia his Cuban visa through the nears st Cuban 
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. 


consulate.? Since there are no official Cuban missions in Central 


America, the agent nogmal ly makes his way to Mexico and obtains 


his Cuban visa there, In order to keep secret from the author- 
icies in his own country that he is going to Cuba, the agent 
candidate gives another destination, and the Cuban consular 
offices help by issuing. his Cuban. visa on a separate sheet of 
paper instead of stamping it in his passport.? The agent candi- 
date may pay his own passage, but usually he is supplied funds or 
an airline ticket through a local DGI agent or the leftist group 


to Which he belongs; the ‘funds are issued by the Central Process- 
ing Section: Whether hé is issued.a ticket or given money to buy 
his own, the funds originate with the DGI and are forwarded to 


the candidate's area through the DGI representation in the Cuban 
Embassy in Mexico, _. 


DGI officers attached to Cuban consulates are alerted to assist 
agent candidates in’ their travel. The agent is given a password, 
which varies from place to place; agents from El] Salvador, for 
example, are told to mention "Mauricio."' When a DGI officer at a 
consulate interviews visa applicants, he expedites the visa for 
anyone uSing the proper password; if the password is not used, he 
Stalls the applicant for several days while he cables Havana for 
authority to issue a visa, If the visa is issued in Mexico, the 
agent trainee is given a plane ticket on Cubana, the Cuban Govern- 
ment airline, and is told when he is to leave. Accommodations and 
Subsistence are provided if the trainee has to wait for passage, 
Agent candidates from British Guiana sometimes travel to Cuba by 


small boats, not regular shipping service, 


Agent trainees going to Cuba use a variety of cover stories, For 
the local authorities, their travel is to some other destination, 
often as tourists, students, or laborers, For their own group, 

no cover story is required; for their families and friends, tour- 
ist or student travel is the usual explanation. For persons out- 
side the group, if Cuba is known as the destination, the cover 
story is a scholarship for study at a Cuban school or university. 
Groups of trainees from the same leftist organization often travel 
together fron their own country to Mexico and thence to Cuba, but 
intelligence agent trainees always travel alone, 


Upon arrival at the Havana airport, trainees are met by DGI 
officers appearing as ICAP officials, The DGI has an arrangement 
with the Cuban immigration authorities under which persons of DGI 
interest are cleared through entrance formalities without compli- 
cations, The trainces are placed in hotels while final training 
arrangements are made, then are transferred to the schools where 
their training will be given, or to private houses or apartments 
if they are intelligence trainees, The case officer.from the DGI 
department which will thenceforth control their activities is re- 
sponsible for them during their stay in Cuba, Using the .funds 
allotted by the department, he provides them lodging, food, per-. 
sonal expenses, medical care, and anything else they’neet during 
the training period; shoes, clothing, and personal items are 
drawn for them from the DGI warehouse, 


As far as possible, DGI trainees live the normal life of students 
and use thé cover story that they are studying on Cuban Government 
scholarships, Their movements in Havana are not restricted, 
except that arrangements are made to keep them away from fellow- 
citizens visiting or: living in Cuba, Since most of their train- 
ing is given in Havana, and -the course is intensive, they do not 
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usually travel to other parts of Cuba during the instruction 
period, unless they are taken by the school te pirticipate in 
national campaigns for which all students are dratted, such as 
cance-cutting and coffee-picking, After the training course is 
completed, if there is any delay in returning students to their 
own country, they may travel outside Havana; trips are arranged 
and financed by the DGI liaison officer in [CAP. During delay 
periods, however, they are at the disposal of the school, which 
may use them in “voluntary” campaigrs cr other ways, Guerrilla 
agents of the same nationality are kept tcegether tf they belong 
to the same organization, but trainees from different organiza-~ 
Trainees of two nation- 
alities are never put together, ard for-igners are never grouped 
with Cubans, [n both livirg quarters and training, the illegal. 
intelligence agent is separated fren guyrriila agents, All 
trainees are encouraged to have as little contact as possible 
with persons cutside the school. 


Upon arrival in Cuba, each agent is assigned a pseudonym, which 
he uses throughout his training. Actually, within the guerrilla 
schools, students in either large cr small groups use their real 
names, Since their identitis ar- usuadily kreown to their fellows 
from earlier asscciation or traveling together, The pscudonym is 
primarily a means of protecting ths Student from identification 
by persons outSide the schacl, For a time, the DU! used the 
pseudonym only during thy triining period and assigned another 
pseudonyn when the agent returned her-, but the ecnfuston of keep- 
ing separate files was so great that the tcirning pseudonym was 
adopted as permanent, Sometimes, however, pa-udenyms ara still 
changed, for security reasars, when the student loaves Cuba or 
atts: he has returned to the field, 


Training of Guerrilla Agents 


12. 


13, 


‘Department responsibility. 


The LN Department, and specifically the case officer in charge af 
vw group of agents to be trained as gutreiilas, arranges for their 
instruction in the EB Department (Depirtment cf Special Schools - 
Departamento Escuelas Especiales) of the Der. The case officer 
hamself dees not conduct the training, which is entirely an EB 
The student group is assigned to one 
of the EE Department schcols in Havana, by nationality; training 
groups are as large as 25 and as small as thre- or four persons, 
Courses last three to Six months, dépeading on ths type of train- 
ing and the ultimate mission cf the agents, but in special cases 
may last as long as a yéar (two Guatenalars were trained that 
long). The instructors are ail military, dtawns from the Cuban 
army; there is one for each military specialty, and a political 


instructor, 


Training covers 211 aspects ef guerraila warfar-, weapons hand- 
ling, explosives, Sabotage, demolition, military tactics, combat 
engineering, etc., aS well as means of countering anti-gherrilla 
activities. Weapons are of both Amsrican and Communist-Bloc 
provenance, Some specialized training 1S given; for ¢xample, 
there is a school for frogmen at the rcuth of the Jaimanitas River 
in Barlovento, west of Havana, and two .Guatemalans and a Dominican 
were trained as frogmen during 1963, Guerrilla agents do not 
normally, however, receive any communications training (secret 
writing, radia, etc,); when they return home, thir channel of 
communication for sending information and receiving instruction 
and support is through the organized g:oup to which they belong. 
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Practice’ in guerrilla warfare and weapons and explosives handling 
is given on the schoul premises in Havana, In addition, both dur- 
ing the course and near its conclusion, groups of students aro 
taken to the Escanbray Mountains in, Las Villas Province to put 


their training into practice and to learn to live off the country. 


They are integrated into regular Cuban army units for short 
periods: and take part in any military activities then tn progress, 
During 1963, for example, a group of Guatemalans and a group of 
Salvadorians were taken scparately to the Escambray: and partici- 
pated in the operations then being conducted by the Cuban army 
against anti-Castro guerrillas in the area, 


Guerrilla students are required to meet a standard of complete 
familiarity with all the information and. material forming part of 
their instruction... Examinations are given regularly; students . 
cho fail them are required to repeat the instruction. A student 
may have to repeat the entire course if he cannot pass the neces- 
sary examinations. There are many failures. An agent candidate 
who proves completely incapable of mastering the course is 
removed from the school, and an effort is made to find him a 
special job elsewhere, During the course, the instructors issue 
amonthly reports to the school administration, both on the course 
as a whole and on the performance of each student,.. A copy is sent 
to the case officer, Reporting on students covers personal 
attitude, discipline, capability in study, political level, etc, 


While guerrilla training is tn progress, two spectal preparations 
for the future are made, The first is the arrangement of the 
agent's-.travel to his target area, cither his own country or 
another, Passports and other documents are prepared for his use 
on the return trip; funds are allocated for his futuro activity, 
and provisions are made for his carrying money or possibly special 
equipment back with him if that is required. The second thing 18 
the assessment of the trainee for other possibilities. . Through- 
eut the course he is observed and evaluated; if he shows more than 
usual aptitude and ability, he comes under consideration as a 
potential intelligence agent for collection of information or 
penetration of his home government. If a trainee is assessed as 
Suitable for. intelligence-agent work, he is removed from the 
guerrilla course and receives special instruction for more 
clandestine and more complicated tasks. 


Training of Intelligence Agents 


iv. 


Intelligence (illegal) agents, from whatever source they are drawn 
(foreigners visiting or resident in Cuba, contacts of DGI agents 
or organizations abroad, or gucrrilla trainees selected for — 
superior abilities), come under the DGI Illegal Department, which 
is responsible for their recruitment, training, and subsequent 
handling, Since they are truly clandestine agents, their rela- 
tionship with the DGI requires special security from its incep- 
tion, They travel to Cuba alone rather than in a group, and in = 
Cubs they are kept apart from other persons of their own aatton-" 
ality and from one another, Agents of Cuban nationality are also 
kept apart from other nationalities and during training lead 
normal lives as far as possible, Both Cubans and foreigners are 
kept from contact with the Cuban Government or official circles 
to avoid suspicion of any government connection, As with guer- 
rilla trainees, agents are assigned pséudonyms for use with the 
xeneral public in Cuba and for use in field operations later, 
Agents are not allowed any. knowledge of any DGI installations 
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except the ones to which they aro specifically assigned for train- 
ing, and never. enter any DGI official establishment or the case 


officer's home, 


18. A foreign agent candidate arriving in Cuba is first debriefed by 
the case officer on his background and qualifications, since up 
to that time the BGI has only advance notice of his selection and 
knows little about him. The interview is recorded, but without 
the trainee's knowledge. Qn one occasion in early 1964 a case 
officer arranged to meet a new trainee in a Havana restaurant for 

F the preliminary intervirew, The case officer provided himself with. 

i a pocket tape recorder, which he tested an advance and found was 

in good order, Whén he started to record the interview, however, 
he discovered that he had cither forgotten to adjust the mechan- 
ism after he had tested it, cr he pushed the playback instead of 
the record buttdn: the restaurant was suddenly electrified by a 
vaice saying: “Testing, one, two, three; testing, one, two, 
three,” The interview was hastily concluded and was rescheduled 
the next day in the safchouse where the agent, a Guatemalan, was 
lodged; in this cass, of course, the agent was aware that it was 

BOTs being recorded, The results of the interview are entered in a 
biographical questionnaire covering all aspects of the agent's 
family situation, political vicws, background and cducation, 
employment experience, connections, and intelligence potential; 
the document forms the basis of the agent*s DGI personal file, 
In addition, the agent is required to write a complete report on 
the operational situation in his country, including types and 
Styles of dress, eating habits, working heurs and holidays, 


location of public buildings and places of entertainment, the 


press and its type and circulation, urban and rural transporta- 
tton, educational facriities, airlines, persenal documents for 


idesrification, and lcecal linguistic idioms. 


19, In cases where an intelligence agent is selected from among 
guerrilla trainees, he may romain under the jyurisdiction of the 
LN Department, which retains him as a guerrilla agent but arranges 
for his training as an illegal agent alse, Training for intel- 
ligence work, however, is always s¢pa.ate from guerrilla training 
and is not revealed to the Communist Party or leftist group 
Sponsoring the agent, who becomes, in effect, a semi-overt Cuban 
agent in guerrilla activities and a clandestine agent in intel- 
ligence reporting or other functions, One such agent, trained in 
Cuba in 1963, was returned to the Dominican Republic about mid- 

° 1963; he carries on revolutionary activities with the Dominican 
Popular Movement (sovimiento Popular Deminicano - MPD) as a known 
Cuban-trained guerrilla and at the Samé tame works as an illegal 
agent (under the LN Department), withaut the knowledge of his MPD 


colleagues, as a penetration of the MPD, 


20. The case officer from the Illegal Department arranges for the, com- 
plete support of the agent during training, providing him, lodging 
in a private house or apartment, supplying his food and clothing 
and personal equipment from the DGI warehouse as is done for 
guerrilla agents, and keeping. him in pocket reney., If the agent 
is married, the expenses of his dependent fanily are a2so covered 
by the DGf. The case officer does not give any instruction, but 
arranges with the MI Department (Department of Technical Opera- 
tional Support) of .the DGI for training the ageot in the skills 
he will require tor his future mission, The NI Department has no 
schools or regular training sites but usés private houses or 
apartments, which are precured and maintained dy the DG{ General 
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Administration Department. The same safehouse is used for suc- 
cessive agents, but only one is tratned there at a time. Follow- 
ing the agent's operational plan as latd down by the case officer, 
the MI Department provides instructton‘in the necessary skills 
through its own sections and various departments of the DGI oute 


‘side the operational departments. 


All. illegal agents are trained in normal tradecraft elements such 
as clandestine meetings, clection and use of dead drops, recruit- 
ment of agents, establishment and operation of agent nets (only 
for agents specifically intended for network direction), use of 
informants and collaborators, photography, and some form of com- 
munication. Practice in operational techniques such as surveil- 


lance an¢ counter-surveillance and servicing dead drops is given 


in appropriate sections of Havana. Each agent in addition is in- 


‘struéted--on ‘matters relating to his particular mission, and is 


given whatever communications traintng he will need. Communica- 
tions receives special emphasis because all arrangements must be 
made during the training period, Techniques include secret writ- 
ing, codes and ctphers, radio transmission and reception, micro- 
dots, and microfilm, Only a few agents are trained in the latter 
two techniques,.and not all are tra‘ned ‘in radio, but almost all 
receive instruction on secret writing, which is the most widely 
used means of communication between. agents in the field and their 
case officers, The type of communtcations training the agent will 
recelve is usually discussed with the case officer by the MI 
Department, but sometimes the MI Department decides without con- 
sultation and sometimes {t consults the SI Department for opera- 
tional background on the country where the agent will work, 


The ST Section (Technical Section - Seccion Tecnica) of the MI 
Department has the main responsibility for agent communications 
training and itself conducts the training in secret writing. It 
first requests the LG Section (Chemical Laboratory - Laboratorio 
Quimico) of the MI Department “to devise and prepare a secret 
writing system for the agent's use, Most systems depend on 
Sympathetic inks made with salt, blood, urine, and other materials; 
the type assigned the agent is determined by his mission and 
operational situation. Each agent receives a different system, 
although two agents working in the same operation use the same 
system, An agent normally learns two systems, one for incoming 
correspondence, development only, and one for outgoing corres- 
pondence, preparation only. In addition, if he is to direct an. 
agent network of his own which requires internal clandestine com- 
munication, he is taught a third system, both preparation and 
development, for use in the network. The case officer not only 
does not participate in the training but knows very little about 
the secret writing systems, since the processing of messages from 
agents in the field is handled by the ST Section and he receives 
only the developed text, and the ST Section, for reasons of . 
security and compartmentation, refuses to tell the case officer 
anything specific about communications. 


The ST Section trains the agent thoroughly on the materials and 
methods he is to use and gives him practice in processing messages 
under direction, then in preparing test messages and in developing 
and interpreting test messages prepared by the instructor. The 
training period varies according to the complexity of the system 
and the requirement for competence from the agent. In cases 

where communications are of special importanee, the instruction 
may continue for two or three months with great detail, and the 
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agent iS expected to attain ow high standard of performance. An 
ager: who fails the course may have to repeat it, if the opera- 
tiona) plan requires it and his schedule permits. Training 
normally continues until the agent has achieved the desired pro- 
ficiency; an evaluation of his ability is included in his personal 
file, Actually, however, secret writing training has not been 
uniformly successful in DGI expertence; in some cases, communica- 
tions from the agent in the field could not be read at headquarters 
because the secret writing was improperly prepared, and agents 

have also had difficulty in. deciphering messages. sent to them, 


Agents never write directly to DGI headquarters; all their mail 
in both diréttions goes through accommodation addresses, usually 
in another country. Instruction in selection and use of accom- 


The MIS Department controls the 
assipnment of accommodation addrvsses, Since the DGI believes 
that there is less darg-r of .-xposing the agent if his cover 
letters containing secret writing are as realistic and natural as 
possible, the agent is bricfed rot only on the accommodation 
address to which he is to write, but alse on the parsons who 
actually live there--ages, background, r+latiaonships, etc.--so 
that he can refer te birthdays and personal int-cests or family 
events, The agent 15 also taught s*lection of plausible but not 
genuine return addresses for his outgeing communications, 


Agents who are to learn ecdes and ciphers and radio transmission 
and reception are trained by th- ST Section, which has its own 
radio transmitter for instruction purposes, The radios the 
agents use in tcaining are precured in their own countries and 


-are adapted for cland«stine use by the ST Section; most such 


equipment is Western-made, ard mach of if is American, The agent 
learns transmission and reception and also is taught how to adjust 
a commercial radio to his individual reéequir+ments and how to make 
minor repairs on it. He may learn the standard Morse code but 
usually is taught a numericat code arranged in groups. As with 
secret writing, the case cfficer knows little about the actual 
mechanics of the radic communications arrang-ments because radio 
messages are processed cutsidt’ the operational departments and 
reach him only in the form of clear text, and because compart- 
mentation keeps him from acquiring technical knowledge, 
Similarly, he knows little abcut the proficiency required of the 
agent and sees only the final evaluation report prepared by the 
ST Section for the agent's personal file, 


If the agent is also to receive training in microfilm and micro- 
dot techniques, the ST Section arranges with the LF Section 
(Photographic Laboratory -~- Laboratorio FPotografico) of the MI 


Department for the use of equipment and the assignment of a 
SyStem and then itself gives the training. The LF Section has 
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all the necessary equipment. Only a few selected agents are 
given such instruction. One clandestine agent in the Dominican 
Republic, who spent a considerable time.in Cuba and was extremely 
well trained, was provided microfilm and microdot equipment for 
preparing and developing messages, but his case is exceptional. 
He was also taught how to make devices for transmitting microfilm 
and microdot material securely. The preparation of concealment 
devices and instruction tn their use are handled by another 
section of the MI- Department, the EMB Section (Concealment Devices 
Section - Seccion Embutidos), which also prepares for the agent 
any devices he will need for carrying materials or codes back to 


his own country when’he returns, 


Final Briefings 


27. 


28, 


Whén guerrilla. agents have completed their training, the LN 
Department case officer-briefs the group on its mission in its 
home area, which iS usually support of local revolutionary 
activities, The briefing includes assignment of tasks, explana- 
tion of what Support the group may expect and how it is to be 


Supplied, directions for reporting to the sponsoring group, 


advice cn security and self-protection, and the travel route to 


-be followed. In addition, the group leader receives a special 


briefing on means of communication with DGI headquarters, special 
arrangements for supplying the group or its sponsoring organiza- 
tion, and perhaps the transportation to its home area of propa~ 
ganda or sabotage materials from Cuba, Although agents are - 
allowed to take notes during their training, they are not permitted 
to carry any compromiSing material on their return home, All 

final instructions are given orally and are memorized by the 

agent. Actually, however, guerrilla agents do not always observe 
security precautions about materials, One Salvadorian guerrilla 
agent succeeded in hiding in his luggage a copy of the Manual of 
Guerrilla Warfare he had used in his training course, even though 
the case officer inspected the luggage while it was being packed, 
The case officer commented that unless another inspection was 

made at the time the agent left his quarters to depart the 

country or at the airport just before boarding the plane, it was 
impossible to prevent agents trom carrying off such classified 


matter, 


Illegal agents receive a more intensive final briefing. The case 
officer reviews with the agent the general mission and specific 
tasks he’ is to undertake, all of which have been covered during 
training, such as collection of information an his home govern- 
ment or specific organizations, penetration of cfficial organs in 
the country or perhaps the local Communist Party or a leftist - 
group, assistance in communications and forwarding of material, 
etc. The briefing includes advice on security and self-protection, 
refresher instruction on accommodation addresses for secret | 


“writing correspondence, an explanation of the travel route for the 


return journey and the documents to be used, and specific instruc~ 
tions for reporting to a group or commencing his assignment after 
arrival, with a schedule for initiating communications, depending 
on his mission and his return itinerary, Illegal agents receive 
their final instruction on communications two or three days be- 
fore leaving Cuba, Instructions about frequencies, which are 
asSigned by the MI Department, and codes. for radio communication, 
procurement and preparation of secret writing materials, etc., are 
photographed and prepared for the agent to carry with him ina 
concealment device, One agent returning to Salvador received his 
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radiv frequency data cn film, which was rolled and put into a 
faiss heel on one shoe, prepared by the EMB Section. Agents who 

“ are to use radios do not take sets with then; the DGI prefers to 
have then purchase their communications equipment in their own 
country: and provides money for the purpose; the radios are thus 
not attributable to Cuba. The agent usually carries with him the 
funds needed for procurement .of small equipment and may occasion- 
ally act aS a courier carrying special messages or funds, Normally, 
however, large sums for the purchase of large equipment or arms 
for guerrilla operations are sent by diplomatic pouch or are « 
carried by clandestine couriers, In September 1963, for example, 
the DGI sent U.S.S25,000 concealed in the lining of a suitcase 
carried to Mexico by a diplomatic courier; there it was turned 
over to an agent for the purchase of arms to support movenucronaty 


activity in Nicaragua, 


29, If agents are not abte-to—leave Cuba at once when they have conm- 
pleted their training, they remain under the orders of the school 
if they are guerrillas, or cf their case officer if they are 
illegal agents. They are permitted to travel in Cuba or are 
assigned to public “voluntary” campaigns; the case officers try ; 
to keep them busy, partly, at least, as a security precaution, ' 
Delays in departure may be due to lack of suitable documentation, 
difficulties in arranging air schedules, special situations in 
the home country, or physical disability of the agent--one agent 
broke his leg while in Cuba and had to wait until he was able to 


travel, 


30, The principal cause of delay in returning home is lack of suit- 
able documents. The DGI case officer is responsidle for procur- 
ing passports for his agents' travel, but he is often short one 
or two passports of the proper nationality, because procurement 
requires a longer time than the usual training pericd, For 
example, of a2 group of abcut 25 guerrilla agents from the 
Dominican Republic who completed Six months of traxning near the 
end of 1963, about ten were still in Cuba in April 1964 because 
the DGI had been unable either ro previde passports for their 
travel or to arrange for their return hom? illegaily. <At that 
time the case officer was trying to have additional passports 
collected aad sent to Cuba via the DGI station in Mexico so that 
tne Stranded Dominicans could travel,. 


Return Travel 


31. As noted abcve » While his training iS in progress, arrangements 
are made to return the agent to his operational area, For 
guerrilla agents, this iS their own country and Spoasoring group; 
for illegal agents normally it is their own country, but occasion- 
ally, although rarely, one 1:5 assigned to another area, Guerrilla 
agents who have been trained together may travel back as a group; 
illegal agents always travel alone, -All agents start their 
journey by air to Prague, on Cubana Airlines, using ,false Cuban 
passports, which they turn over to Czechoslovak authorities on 
their arrival in Prague. From there, agents travel on passports 
of their own or some related nationality, or even tasir own pass- 

ports, containing entries carefully made to account for their 

period of absence from their eountry without Showirg any connec- 
tion with Cuba. Both passports are provided the az rent by the case 
officer at the time of the final briefing,. when the travel route. 


is also explained, 
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. 32. The second stage of the journey, from Prague to the agent's own 

: country, is arranged by the DGI Central Processing Section, The 

° : agent's departure from Cuba and the first leg of the trip, to” 

: Prague, are arranged by ICAP, where the DGI has a liaison 

officer, pseudonym “Ricardo”, to handle such matters. When 

guerrilla agents are preparing to depart, the case officer . 

ot notifies “Ricardo”, personally, by telephone, or by official docu- 

. ment, and allocates the funds they will need during the rest of 

their stay in Cuba and for.their travel. The case officer in- 
structs the agents to go to ICAP and establish contact with 
“Ricardo”, who thereafter ‘is responsible for them as long as they 
remain in the country. If they are delayed, he arranges for . 
travel in Cuba, and in any case he provides them subsistence and 
pocket money, -He also, through ICAP, procures their required 
immunizations; an ICAP request for vaccination for a traveler is 
an indication that the person is of interest to the Cuban intel- 
ligence services, since the ordinary departing visitor or resident 
secures his immunization through normal civilian channels, . 
“Ricardo” also obtains airline tickets and flight reservations; 
the DGI reimburses ICAP for any funds expended by “Ricardo” for 


agent travel and handling, ' 


' 


33. The processing of illegal agents is somewhat different from that 
of guerrillas, They do not go through [CAP or come into "Ricardo's" 
hands; the case officer, working through the DGI Central Process- 
ing Section, takes care of procuring their immunizations, plane 
tickets, and reservations, They are thus not exposed to any 
Cuban agency outside of the DGI, The agent travels vin Prague to 
Western Europe and thence to his own country. At the final stage 
of his journey, he may enter his own country illegally. As soon 
as he is back and established, he is ready to initiate communica- 
tions with DGI headquarters in accordance with the instructions 
he has received and uSing the schedule he carried with him in'a 
‘concealment device, which is opened only when he reaches home, 


34, A Cuban sent abroad as a DGI agent is considered an illegal agent 
and does not go through ICAP processing for travel, He may leave 
Cuba illegally: if he departs legally, he uses the normal route 
via Praguc but travels on a passport of another nationality than 
Cuban, Of three known Cuban agents prepared for assignment 
abroad, one was scheduled to go to Mexico during 1964; the assign- 
ments of the other two were not known, A Cuban agent abroad 
uses the Same Sort of communications channels as an agent of 
another nationality, according to the training he has received in 
Cuba, He is reimbursed through the usual channels--funds sent 
through a DGI field station, which for Latin America is always 
Mexico; and in addition his family is supported by the DGI during 
his entire period of overseas service, An agent of foreign 
nationality, once trained, is not expected to return to Cuba and 
is considered an independent operator with no communication with 
Cubans except through his clandestine channels, although in an 
emergency he is permitted to appeal-to a DGI officer in an 
official establishment if one is available, The policy regarding 
agents of Cuban nationality had not been decided in early 1964, 
Since no such illegal agents were then operating abroad, It was 
not certain, for example, how long the Cuban was expected to 
remain in place abroad nor whether he would be allowed access to 
DGI officers in the field. 


35. From 1959 to 1962 the Cuban foreign-intelligence service made 
considerable use of shipping for Sending its agents out of Cuba, 
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especially into the Central Am rican area and to the north coast 
of South America. Since 1962; however, the practice of sending 
agents home as crewmen has materially declined and in 1964 was 


used only occasionally. 7 


Effectiveness of Training 


36, 


The capabilities of both guerrilla-and illegal agents trained by 
the DGI vary greatly because of differences in background, native 
capacity, and adjustment to discipline, The DGI has successfully 
trained a few highly efficient agents, but some of its trainees 
have not come up to expectations, One agent with an excellent 
training record, of whom the case officer had high hopes, was 
arrested for participation in illegal activities after only a 
short period of operation following his return home, Several 
agents who were considered promising proved disappointing when 
released from training supérvision; one who was given funds to 
purchase a radio spent the morey on hims’1f and was in trouble 
with the group with which he was affiliated because of his lack 
of discipline; another was accused of having miSused funds en- 
trusted to him for arms procurement and was also distrusted by 
his group as cowardly and spiritless, AS noted above, instruc- 
tion in secret writing has not always been productive of readable 
reports. The main difficulty appears to lie not with the quality 
of the training but with thy lack of discipline and loyalty of 


the trained agent, 


Headquarters Comments 


1, For a discussion cf the organization of the DGI and the 
functions of its departmssts, from the same source, see 


C3S-311/00115-6-+t, 


2, Cuba has diplomatic rslations, and hence consulates, in 
Latin America only in Mexico and Jamaica (relations were 
maintained with Brazil until May 1964, with Chile until 
July 1964, with Bolivia until August 1964, and with 
Uruguay until September 1964). Visas for Cuba can be 
obtained only in those countries; most are issued in 
Mexico, because that country has the only direct air 
connection with Cuba, 


3, Cuban handling of visas and documentation is discussed 
at length by the same source in CS-311/00866-64, 


4. During 1963, many travelers from Latin America were 
taken to Cuba on chartered fiights by Cuban aircraft 
arranged to bring delegations to and from Cuba for Cuban 
celebrations and for the ccinvention of the International 
Union of Architects in Havana in September, For the. 
latter occasion, the Soviet. ship NADEZHDA KRUPSKAYA |’ 
called at Santos, Brazil, to embark passengers for, 
Havana. Among the traveling delegations were Cuban 
agents, 


5, Source Comment, Ali DGI officers are also assigned 
pseudonyms, which they normaily use in all their pro- 
fessional work; even close colleagues do not always 
know their real names. : 


6, Headquarters Comment. The Cubans have also used special 
and charter [lights from Cuba to return agents to their 
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own countries, as, for example, those arranged for the 
International Union of Architects in September 1963, 
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